WNHcTpykius 11t 00ydaromuxcs mo odecnedeHnto nHGopMamoHHOH
0€30IacCHOCTH MPH UCIOJIB30BAaHUU CeTH «MHTepHeT» NI pa3MeIeHus B y9eOHbBIX
KaOMHETax, B KOTOPBIX OCYIIECTBISAETCS TOCTYII B ceTh «IHTEepHET»

C KaXXabIM I'OJOM MOJIOJACIKU B HHTCPHETC CTAHOBUTLCA 6OJ'II)III€, a IIKOJIbHUKU OJJHU N3 CaMbIX
aKTUBHBIX TOJIb30BaTenei Pynera. Mexny Tem, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET U MpoOJieMbl. DTa maMsTKa I0HKHA ITOMOYb TeOe Oe30macHo
HaXOOUTHCS B CETH.

KomneroTepHsie BUPYCHI

KoMIbroTepHslii BUPYC - 3TO pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEILHON
0COOEHHOCTBIO KOTOPOH ABIIsIETCA CIOCOOHOCTh K pa3MHOKEHHIO. B ononHeHue k 3Tomy,
BUPYCHI MOT'YT MIOBPEIUTH WM MOJHOCTHIO YHUUTOXKHUTH BCE (aillibl U 1aHHbBIE,
MOJIKOHTPOJIbHBIE [T0JIb30BATENI0, OT UMEHH KOTOPOro ObuIa 3aIlyllleHa 3apakeHHas IporpamMmma,
a TaK)Ke MOBPEIUTh WM JaKe YHUUTOXKHUTH OTEPAIMOHHYIO CHCTEMY CO BceMH (paiiimaMu B
1esIoM. B G0JIBIIMHCTBE CilydaeB pacpOCTPAHAIOTCS BUPYCHI UepE3 UHTEPHET.

MCTOI[BI 3alIUTHI OT BPCAOHOCHBIX ITPOIrpamMm:

1. Mcnionb3yii cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBbI, UMEIOIINE CEPbE3HbIM YPOBEHB 3aIUTHI
OT BPEJOHOCHBIX ITPOIPAMM;

2. [TocTostHHO yCTaHABIMBAM MOYTHI (LU POBBIE 3aIUTATKH, KOTOPHIE aBTOMATHUECKU
YCTaHABJIMBAIOTCS C LEBIO TOPAOOTKH MPOrpaMMbl) U APYrrue OOHOBIICHUS CBOCH
onepanroHHoM cucteMbl. CKaunBail UX TOJBKO ¢ odUIUaIbHOTO caita pazpadorunka OC. Ecin
CYIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. PaboTaii Ha CBOEM KOMITBIOTEPE TOJ1 TPaBaMU MOJIb30BATENIsA, @ HE aIMUHUCTpAaTOpa. DTO HE
II0O3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJINIMPOBATHECA HA TBOEM IICPCOHAJIBHOM
KOMIIBIOTEPE;

4. Vcnionb3yii aHTUBUPYCHBIE TPOTPAMMHBIE MPOIYKThHI U3BECTHBIX IPOU3BOIUTENECH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3NYECKHUI TOCTYN K KOMITBIOTEPY JJIsI TOCTOPOHHHUX JIHII,

6. Mcnionp3y#i BHEIIHKWE HOCUTEIN UH(OpMaLMY, TaKue Kak (iemnika, TUcK win (aitn u3
HUHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBbIOTEpHBIE (haiiiibl, TOTyUYEHHBIC U3 HEHAJC)KHBIX UCTOYHUKOB. [laxe Te
(haiibl, KOTOPBIE TTPUCITAN TBOK 3HAKOMBIN. JIydllie yTOYHH Y HEro, OTHPABIISUT JIU OH Te0e UX.

Ceru WI-FI

Wi-Fi - 310 He BHJ TIepeiayun JaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIb OpeH 1, Mapka. Eme B 1991
rojly HUJepiaHacKas Kommnanus 3apeructpuposana 6pena "WECA", uto 0003Hauano
cinoBocodeTanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "GecrpoBoiHas TOYHOCTE'". J{o
HAIlIero BpeMEeHH JoluIa Apyras abOpeBratypa, KOTopast ABIsSETCS TaKOW )Ke TeXHOJIOTHEeH. ITo
abOpeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBone o3Hauaet "BbicOKast TOUHOCTH". Jla, OECTIaTHBIN HHTEPHET-
J0CTyN B Kade, OTENIX U a3pOoINopTax sBISIeTCS OTIIMYHONW BO3MOKHOCTBIO BBIX0/Ia B UHTEPHET.
Ho MHOTHE KCIepThl CYUTAIOT, YTO 00menocTymHble Wi-Fi ceTu He SBISIFOTCS O€301acHBIMH.



CoBeTbl 10 6€301aCHOCTH pabOTHI B 001 0CTYTHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro nunyto nHpopmarmio yepe3 odmenoctymnusie Wi-Fi cetu. Paboras B
HUX, XKeJlaTeIbHO HE BBOJUTH MAPOJIU JOCTYTA, JOTUHBI U KaKHUe - TO HOMEpa;

2. Ucnonb3yii U OOHOBIISAM aHTUBUPYCHBIC IPOrPaMMBI 1 OpaHaMayep. Tem caMbIM Thl
obe3omacuiib ceds OT 3aKaYKW BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonpzoBanuu Wi-Fi otkmroun ¢ynknuro "OOmuit foctyn K daitiam u npuaTepam”.
JanHast QyHKIHS 3aKpbITa MO0 YMOTYAHUIO, OJTHAKO HEKOTOPBIE MOJIh30BATENIN AKTUBUPYIOT €€
TSl yI0OCTBa UCIIOJIB30BaHUS B paboTe min y4eoe;

4. He ucnonp3yit myomuunsiidi WI-FI s nepeaun aMuHbBIX JaHHBIX, HAIPUMEP, IS BBIXOJA B
COLIMAJIbHBIC CETU UJIU B 3JIEKTPOHHYIO [IOUTY;

5. Ucnonw3yii Tonbko 3amuiiernoe coequnenne yepes HTTPS, a ue HTTP, 1.e. mpu HaGope
BeO-azmpeca BBOAM UMeHHO "https://";

6. B moOunsHOoM Tenedone otkimoun Gynkmuro "llonkmouenue k Wi-Fi aBromatndecku". He
JI0ITyCKaif aBTOMaTHYECKOTro MOJIKII0YEeHUs yCTpoiicTBa Kk cetaMm Wi-Fi 6e3 TBoero cornacusi.

ConuanbHbBIE CETU

ConuasnbHble CeTH aKTUBHO BXOJIAT B HAIILY JKU3Hb, MHOTHE JIFOJM PaO0TaIOT U JKUBYT TaM
MIOCTOsIHHO, a B Facebook yike 3apeructpupoBad MUIUIMAPA Y€IOBEK, YTO SBISETCS OTHOU
CeIbMOM BceX KHUTeJel ruianeTsl. MHOTHE MOJb30BaTEIN HE TOHMUMAIOT, YTO HH(pOpMAaIIHs,
pa3MeleHHast UMH B COIIMAJIbHBIX CETSIX, MOXKET ObITh HalJileHa U UCII0JIb30BaHa KEM yTrOJHO, B
TOM YHCJI€ HE 0053aTeNIbHO ¢ OJaruMu HaMEepEHHUSIMH.

OcHOBHEBIE COBETHI IO OE30IMaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpannyb criucok apy3eit. Y 1e0s B Ipy3bsAX HE JOJKHO OBITh CIIy4allHBIX U HE3HAKOMBIX
JIIONICH;

2. 3amumiail cCBOO YacTHYIO ku3Hb. He ykaswiBail maponwu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS U IPYTYIO TUYHYI0 HHGOPMAIUIO. 3TOYMBIIUICHHUKH MOTYT HCIIOIh30BATh aXKe
MH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTENH IJIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuiai CBOI PeImyTaluIo - IEPKH €€ B YUCTOTE U 3a/aBail ceOe BOMpOC: X0Tel OBl ThI,
9TOOBI APYTHE MOJIE30BATEIN BUJICIH, YTO ThI 3arpyxaeiib? [lomxymai, npexie 4yeM 4To-1o
OmyOJIMKOBaTh, HAITUCATh U 3aTPy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE pPEabHOE UM U
JIPYTYI0 JTUYHYI0 HHGOPMALIMU: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U IIPOUEE;

5. U36eraii pazmerienus pororpaduii B MHTEpHETE, T/IE THI N300paKeH Ha MECTHOCTH, 110
KOTOPOH MOKHO ONPENEIIUTh TBOE MECTONOJIOKEHHE;

6. [Ipu peructpanuu B COIMAIBLHON CETH HEOOXOUMO HCIIOIB30BATh CIOKHbBIE MapOIIH,
cocTosImue u3 OyKB ¥ IUQPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHee §;

7. JInst conanbHOM CEeTH, MOYTHI M IPYTHX CAWTOB HEOOXOAMMO MCIIOIB30BAThH pPa3HbIEe APOIIH.
Torna ecnu Te6s1 B3110MAIOT, TO 3710yYMBIIUIEHHUKH MOJIyYaT JOCTYH TOJBKO K OJTHOMY MECTY, a
HE BO BCE cpasy.



DJIEKTPOHHBIC ICHBI'U

DNEeKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIOCO0 IIaTekel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AEHBIU. DJIEKTPOHHBIE JEHBIU NOSBUINCH COBCEM
HE/aBHO MU UMEHHO M3-3a 9TOI'0 BO MHOTMX F'OCYAAapCTBAX /10 CUX MOP HE MPOIKMCAHO IIPO HUX B
3akoHax. B Poccun e oHM (QyHKIIMOHUPYIOT U O HUX Y€ IIPONHCAHO B 3aKOHE, I1e UX
pa3fensoT Ha HECKOJIBKO BUOB - aHOHUMHBIE M HE aHOHUMHBbIE. Pa3Huna B ToM, 4To
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsi MpOBOAUTD onepannu 0e3 naeHTUUKAIN
M0JIb30BATENs], @ B HE AHOHUMHBIX WACHTU(DHUKALMS [TOJIB30BaTENS SBJISETCS 00s3aTeNbHOM.
Takxe crneayer pa3nuyarh 3J1€KTPOHHbIE (PUaTHBIE JE€HBIU (PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM)
U 3JICKTPOHHbIE He(UaTHbIC ICHBIM (HE paBHBI TOCYAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MAaCHOI pabOTe C AIEKTPOHHBIMU J€HbIaAMHU:

1. ITpuBsixku K cyeTy MOOUIIBHBIHN TenedoH. ITo caMblil yTOOHBIN U OBICTPBINA cIOCO0
BOCCTAHOBHTH JIOCTYT K cuety. [IpuBsi3aHHbIi TenedoH MOMOXKeT, ecii 320y 1eIIb CBOU
IIJIATEKHBIN MTapOJIb WU 3al/ICIIb HA CAlUT C HE3HAKOMOI'0 YCTPOUCTBA,

2. Ucnone3yit omqHopasoBbie mapoinu. [locie nepexona Ha yCUICHHYIO aBTOPU3AIIHIO Te0e yiKe
He OyJeT yrposkaTh ONMAaCHOCTh KpaXKu WK MepexBaTa IIaTeKHOT0 apois;

3. Beibepu cioxublil mapoiib. [lpectynHukam OyaeT He IPOCTO yraaaTh CJIOKHBIA Mapob.
HanexxHble maposu - 3T0 Maposiu, KOTOphIE COAepkKAT He MEeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U IPONKMCHBIE OYKBBI, LU PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J10JU1apa,
¢dyHTa, BOCKIMIATENIbHBIN 3HaK U T.1. Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEUIb.
DIIEKTPOHHAs TTOYTa

DJIEKTPOHHAs [10YTA - 3TO TEXHOJIOTUS ¥ MPEIOCTABIISIEMBIE €10 YCIYTH 10 MEPECHUIKE U
MOJTyYEHHUIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PACIPEEIISIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO PNIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISIUT CIEAYIOIUM 00pa3oM:
UMs_TIOJIB30BaTENSI(@UMS_JIoMeHa. Takxke KpoMme mepeadyn MpoCcToro TeKCTa, UMeeTcCs
BO3MOKHOCTb Ie€pe1aBaTh (paiiibl.

OcHOBHBIE COBETHI IO O€30MacHO paboTe ¢ IIESKTPOHHON MOYTOM:

1. Hayio BIOpaTh MpaBUIIBHBIN TOYTOBBIIN cepBUC. B nHTEpHETE €CTh OrPOMHBIIT BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO Jy4Ile JOBEPATh TEM, KOI'O 3HACIIb M KTO MEPBbHIH B
peuTHHrE;

2. He yka3pIBaii B TMYHOM mo4Te TM4HYyI0 HHpopmanuio. Hampumep, srydie BeIOpaTh
"My3bIKadbHBIN  (paHaT@" wim "pok2013" BmecTo "Temal3";

3. Mcnonp3yit ABYX3TaIHY0 aBTOPU3ALHUIO. JTO KOT/Ia TOMHMO MapoJisl Hy>KHO BBOANUTH KOJI,
npucbuIaeMbli 1o SMS;

4. Boi0Oepu c0XHBIN Taposib. J{Jis Ka)Ka0ro MoYTOBOTO SIUKA JOKEH OBITh CBOUM HAJIC)KHBIH,
YCTOWYUBBIN K B3JIOMY MapOJIb;

5. Eciii ecTh BO3MOXXHOCTh HalucaTh CaMOMY CBOM JIMUHBINA BOMPOC, UCTIONB3YH 3Ty
BO3MOJKHOCTE;



6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIIMKOB. [IepBbIil 151 4aCTHOM MEPENKUCKH C aipecaTaMu,
KOTOPBIM ThI JOBEPSAEIL. DTO AIEKTPOHHBIN aipeC HE HAJI0 UCII0JIb30BAaTh IPU PETUCTPALIUY Ha
dbopymax u caiitax;

7. He oTkpeiBait haliael U Ipyrye BIOKECHHS B TUChMAaX, 1a’ke €CJIM OHU MPHUIILUIA OT TBOUX
npy3sei. Jlydime yTouHH y HUX, OTHPABIISIIN T OHU TeOe 3TH (aiiibr,

8. Ilocne okoHYaHMs paOOTHI HA TOYTOBOM CEPBHCE MEPEI 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0y1p HaXxaTh Ha "Beriitu".

KubepOynmuHr uiam BUPTyaabHOE U37EBATEIHCTBO

KubepOymnuHr - npecienoBaHue cOoOLIEHUSIMH, COAEPKAILMMU OCKOPOJIEHUS, arpecCHio,
3allyIrMBaHUC; XYJIUTaHCTBO, COIUAJILHOC GOﬁKOTHpOBaHHC C IMIOMOLIBIO PA3JIMIHBIX
MHTEPHETCEPBHCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KHOESPOYITHHTOM:

1. He Gpocaiics B 60ii. Jlyumuii cnoco0: MOCOBETOBATHCS KaK Ce0s1 BECTH M, €CJIM HET TOTO0, K
KOMY MOKHO O6paTI/ITI:C$I, TO BHA4YaJIC YCIIOKOUTHCH. Ecnu THI HaYHEIL OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0JIbIINe pa30KKEITh KOHPIUKT;

2. YrpaBisii cBoei KubeppemnyTaiuen;

3. AHOHUMHOCTb B ceT MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUH 00pa3 BUPTyalbHOU KU3HU. IHTepHET pUKCHUpyeT BCe TBOU
JEUCTBUSI I COXPAHSIET UX. Y JAIUTh UX OYJET KpaiiHe 3aTpyAHUTEIIBHO;

5. Cobmroaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbii HeratuB. OJIHOPa30Bble OCKOPOUTEIbHBIE COOOILIEHUS JIyUIlIe
UrHopupoBaTh. OOBIYHO arpeccust MpeKpaIlaeTcs Ha HaualIbHOM CTa/INu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMH, B COIIHANIBHBIX CETIX
€CTh BO3MOYKHOCTbh OJIOKHPOBKH OTIPAaBKU COOOILIEHUH C ONPEEICHHBIX apecoB;

8. Ecom 161 cBUneTENh KOCPOYIIIMHTA. TBOM NEHCTBUS: BHICTYIUThH POTUB MIPECIICI0BATEIIS,
[0Ka3aTh €EMY, YTO €ro AEHCTBUS OLEHUBAIOTCS HETaTUBHO, IOJIEPKATh )KEPTBY, KOTOPOM
HY’KHa IICUXOJIOTMYECKasi IOMOILb, COOOIIUTH B3POCIHBIM O (haKTe arpecCUBHOTO MOBEICHUS B
CeTH.

Moo6unbHbIN TenedoH

CoBpeMeHHbIE cMapT(OHBI U IJTAHILIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIM (QyHKIIMOHAT, U
TeTepb OHU MOTYT KOHKYpPHPOBATh CO CTALIMOHAPHBIMH KOMITbIoTepaMu. OHAKO, CPEACTB
3aIUTHI JUIA TOJTOOHBIX YCTPOUCTB MOKA OYEHb MaJio. TecTUpOBaHUE U IOUCK YSI3BUMOCTEH B
HUX TPOUCXOJUT HE TaK MHTeHCHBHO, Kak 1yt [1K, To e camoe kacaeTcsi 1 MOOMITBHBIX
npuioxennii. COBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTHYECKH TOTHAIN HACTOJbHbIC
aHaJIOTH, OJIHAKO pacliupeHue QyHKIMOHaIa BIeYeT 3a COOOH OOJIBIIYIO CII0KHOCTD U
MEHBUIYIO 3alUIEHHOCTb. J[aneKko He Bce MPON3BOINTEIH BBIITyCKAalOT OOHOBIICHNS,
3aKpBIBAIOIINE KPUTHUECKUE YA3BUMOCTH JIJIsl CBOMX yCTPOHCTB. OCHOBHBIE COBETHI JJIst
6e3onacHocTH MOOHMIBHOTO Tenedona: Huyero He sBisieTcst mo-HacTosmeMy OecratHeiM. by b
OCTOpOXKEH, Beb KOr1a Te0e npeararoT OecIaTHbIi KOHTEHT, B HEM MOTYT OBITh CKPBITHI



Kakue - TO IyaTHeie yeuyru; ymaii, mpexae uem otnpaButh SMS, dhoTo wiu Buneo. Trl TOUHO
3Haellb, TJIe OHU OyIyT B KOHEYHOM HTore? HeoOXoauMo OOHOBIATH ONEPALIMOHHYIO CUCTEMY
TBOEro cmapT¢oHa; Mcrnonb3yit aHTUBUPYCHBIE TPOrpaMMBbl 17151 MOOUIIBHBIX TenedoHoB; He
3arpy’kai NpuiIOKEeHHUsI OT HEM3BECTHOIO HCTOYHUKA, BEJJb OHU MOTYT CO/IEpkKaTh BPEJOHOCHOE
nporpammHoe obecrieuenue; [Tocie Toro kak Tl BbIMEIIb C caiiTa, I71€ BBOANI JUUHYIO
nH(popMalInIo, 3aiiI1 B HACTPOiiku Opay3epa u yaanu cookies; [leproanuecku nmposepsii, kakue
IUTaTHBIE YCIYT'H aKTUBUPOBAHbBI Ha TBOEM HoMepe; JlaBaii cBOW HOMEp MOOMIIBHOTO Tene(hoHa
TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIb U KOMY A0Bepsielib; Bluetooth 1omkeH ObITh BBIKIIIOYEH,
KOTJIa Tl UM He TMoJb3yerbesi. He 3a0bIBail HHOT/1a IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUCHUs, 00BEIUHSIONINE
COTHH THICSY YEJIOBEK MO BceMy Mupy. Urpoku ucciieyoT JaHHBIA UM MU, OOLIAIOTCS IPYT C
JPYTOM, BBIITOJIHAIOT 33/1aHUS, CPAYKAIOTCS C MOHCTPAMHU U MOJTy4YaloT OMBIT. 3@ YJI0BOJIbCTBHE
OHH TUIATAT: MOKYMAIOT IUCK, OTNIAYMBAIOT a0OHEMEHT UJIH MPUOOPETAIOT KaKue-To onuuu. Bee
9TH CpeACTBa UIYT HAa NOJIEpKaHUE U Pa3BUTHE UIPhI, a TAK)KE HA caMy O€30MacCHOCTb:
COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINHU, BBIITYCKAIOTCS HOBBIE MaT4H (1M POBLIE 3aIIaTKH
JUISI IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTHU CEpBEPOB. B mOg00HBIX UTpax CTOUT OnacaTbCs HE
CTOJIbKO CBOUX COIIEPHHUKOB, CKOJIBKO KPa)XM TBOETO IIapoJis, HA KOTOPOM OCHOBaHA CUCTEMaA
aBTOpHU3aLIUU OOJIBIIUHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOET'O HUI'POBOI'O aKKayHTa:

1. Ecniu apyroii urpok BeAeT ceOs IMI0X0 WK co3/1aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;

2. Iloxkamyiicd afIMUHUCTPATOpaM UIPhl HA TUIOXOE MIOBEIEHUE 3TOTO UTPOKA, KEJIATEINHHO
MPUIIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii tuuHyto nHpopManuo B mpodaiisie urpsr;
4. YBaxail ApyTrux y4aCTHUKOB IO UTPE;

5. He ycTanaBnuBaii Heo(umaibHple TATYH U MOJIBI,

6. Mcnionp3yii cll0KHbIE U pa3HbIe NapoJIy;

7. Jaxe BO BpeMs UI'PbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [IoKa ThI Urpaes, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

OumuHr NIm Kpaka JIMYHbIX JaHHBIX

OOBIYHOI Kpakel AeHEeT U JOKYMEHTOB CETOHS y’KEe HUKOTO HE YAUBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3T0OYMBIIIICHHUKH MEPEMECTHIIUCH B UHTEPHET, M MPOAOIIKAIOT
3aHUMaThCs "MmoouMbIM" 1e1oM. Tak mosBUIIaCh HOBasl yrpo3a: HHTEPHET-MOIIEHHUYECTBA W
(GuIMHT, TTIaBHAS IEh KOTOPOTO COCTOUT B MOJTYYSHUN KOH(PHUICHIINATBHBIX TaHHBIX
MoJIb30BatTesel - ToruHoB U naposei. Ha anrauiickom si3pike phishing ynraercs kak GUIIMHT
(ot fishing - priOHas moBs, password - maposs).



OcHOBHBIE COBETHI IO 00pHOE C (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl moj103peBaeliib, 4YTO TBOS aHKETa Obljia B3JI0MaHa, TO
He00X0IMMO 3a0JI0KUPOBATH €€ M COOOIIUTH aIMHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
cKopee;

2. Vcnonb3yii 6e3o0macHbie BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3nHoOB U TTIOUCKOBBIX CUCTEM;
3. Ucnonb3yi crnoxHbIe U pa3Hble Mapoin. Takum oOpa3om, eciiu Te0st B3IOMAIOT, TO
3JIOYMBIIIJICHHUKH TTOTYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPO(HMITIO B CETH, a HE KO BCEM;

4. Ecin Te0s1 B3710MaH, TO HEOOXOAMMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIC
n00aBIeHBI y T€0S B IPY3bSIX, O TOM, UTO TeOsI B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMEHH OyIeT
pacchuIaThCS CIIaM M CCHUIKH Ha (PUITUHTOBBIE CANUTHI;

5. YcranoBu HajnexHbIH apoisib (PIN) Ha MOOMITBHBIH TenedoH;
6. OTKIIIOYM COXpaHEHHUE mapoJsi B Opaysepe;

7. He oTkpeiBait haliel U Jpyrye BIOKECHHS B TUChMAaX, 1a’Ke €CJIM OHM MPHUIIUIA OT TBOUX
npyseit. Jlydiiie yTo4HU y HUX, OTIPABIISUIH JTH OHU Te0e 3TH (DaiIbL.

Hudposas penyrauus

[udposas pemyTanus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpMAIUs B CETH O Tebe.
Kommpomerupyroias unpopmanus, pa3MelieHHasi B MHTEPHETE, MOXKET CEPbEe3HbIM 00pa3zomM
OTpa3UThCs Ha TBOEH peanbHOM xu3HU. "LudpoBas pemyTtanus" - 3T0 TBOM UMUK, KOTOPBIH
dhopmupyercs u3 uHbopMaIuu o Tede B UHTEPHETE. TBOE MECTO KUTEIbCTBA, YUCObl, TBOE
(uHAHCOBOE TIOJI0KEHNE, OCOOCHHOCTH XapaKTepa U PaccKasbl O OJIM3KUX - BCE ATO
HaKaIuIMBaeTcs B ceTH. MHOTHe NOApOCTKU JIETKOMBICIIEHHO OTHOCATCS K IyOJIUKAIMK JTUYHON
nHpopmanuu B IHTepHeTe, HE MOHMMAsi BO3MOXHBIX 1ocieNcTBU. Thl 1ake HE CMOKEIIb
J0TajIaThCsl 0 TOM, 4TO (poTorpadus, pa3MeieHHast 5 1eT Ha3aj, cTajla IPUUMHON OTKa3a
NpUHATH TeOs Ha paboTy. KomMenTapuu, pa3menienue TBoux gororpaduii 1 Ipyrue 1eicTBus
MOTYT HE UCYE3HYTh JJaXKe I10CJIE TOr0, KaK Thl UX YJaIHIIb. Thl HE 3HAEIlIb, KTO COXPAHWII ATY
MH(pOpMaLHIO, II0TaJa JIM OHA B IIOMCKOBBIE CUCTEMBI M COXPAHMIIACH JIU OHA, a IJIaBHOE: YTO
MOIYMAIOT O TeOe OKPY KaIOLIHE JIF0/IU, KOTOpble HAUAYT U yBUAAT 3T0. Halitu nudopmanuio
MHOT0 JIET CITYCTsI CMOKET JIF00O0H - Kak u3 J0OpBIX MOOYXICHUH, TaK U C HAMEPEHUEM
MPUYUHUTH Bpell. ITO MOXKET OBITH KTO YTOIHO.

OcCHOBHBIE COBETHI 0 3aIIUTE IU(PPOBON PEMyTALINU:

1. IToxymaii, mpexxae 4em 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOs B 0JIOTe WK B COIUATBHOM
CeTH;

2. B Hactpoiikax npo¢uist yCTaHOBH OTPaHUYEHUS Ha IPOCMOTP TBOETO MPOUIISL U €ro
COJIEP’)KUMOT0, CJIeJai ero ToJbKO "uist Ipy3en";

3. He pa3memaii u He yka3piBail ”HGOPMAIIHIO, KOTOPAs MOXET KOTO-THO0 OCKOPOIISATh I
00MXKaTh.

ABTOpPCKOE TTPaBO

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE 110JIb30BaTeNN IU(poBoro npocrpancTBa. OpHaKo
JTAJIEKO HE BCE 3HAIOT, UTO [10JIb30BAHUE MHOTHMHU BO3MOXKHOCTSIMHU LIM(PPOBOro MHUpa TpedyeT
cOOIIIO/ICHHS ITPaB HA MHTEJICKTYalbHYI0 COOCTBEHHOCTh. Te€pMUH "MHTEIUIEKTyalbHAs



COOCTBEHHOCTB'" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSM YEJIOBEUECKOTO yMa, HAUMHAsI C HOBBIX
n300peTeHNH 1 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOAYKTHI M YCIIYTH, U 3aKaHIHBAS
KHUTaMH, pororpadusMu, KHNHOGUIbMaMH U My3bIKaIbHBIMU IIPOU3BEICHUSIMU. ABTOPCKHUE
MpaBa - 3TO MpaBa Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH, JIUTEPATYPHI
U UCKyCCTBa. ABTOPCKHE IIpaBa BbICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIN/TBOPUECKHM TPyl aBTOpa HEe Oy/1eT HalpacHbIM, JacT eMy CIpaBeJINBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOEro TPyAad, HOJIYUUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3penieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €T0 IIPOU3BEICHHUE, PACTIPOCTPAHSATH,
myOIMYHO IEMOHCTPUPOBATH, IPOJABaTh, MMIIOPTUPOBATh, ITyCKATh B MPOKAT, ITyOIUIHO
UCIOJHATH, IOKA3bIBaTh/UCIIOIHATH B 3(upe Wiy pa3Meriats B tepHete. Mcnonb3oBanue
"MUPaTCKOro" MPOrpaMMHOT0 00ECTICUSHHST MOYKET MTPUBECTH K MHOTUM PUCKaM: OT IMIOTEPH
JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOMCTBA, IIe yCTAHOBJICHA HeJlerajbHasl
nporpamMma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeraJibHbIe U OecIIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOXKHO HalTH B CETH.

O noprane

CereBU4oK.p( - TBOH TTIaBHBIM COBETYUK B CETU. 371€Ch Thl MOKEIIIb Y3HATh O O€30MaCHOCTH B
CETH TOHATHBIM M JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBECHUU KPUTHUCCKON CUTYyaITUH
00paTHThCS 32 COBETOM. A TaKkKe MPUHATH Y4acTHE B KOHKYPCaxX M CTaTh CaMbIM ITU(POBBIM
rpaxaaHuHOM !



